Network Support Engineer/Desktop Support
ESSENTIAL FUNCTIONS:
Network Functions

The Network Engineer’s role is to ensure the stability and integrity of in-house voice, data, video, and wireless network services. He or she is also responsible for our production datacenter delivering online information access to our customer.  These goals are achieved by planning, designing, and developing local area networks (LANs) and wide area networks (WANs) across the organization. In addition, the Network Engineer will participate with the installation, monitoring, maintenance, support, and optimization of all network hardware, software, and communication links. This individual will also analyze and resolve network hardware and software problems in a timely and accurate fashion, and provide end user training where required.

Skills/Experience Requirements:

-                      Minimum 2 years experience installing and configuring networks in a mixed Windows and Linux environment

-                      Experience with routers, gateways and firewalls

-                      Experience with SSH, SSL, OpenVPN and certificate management

-                      Experience with Microsoft Windows Domain Server, Active Directory and Exchange Server administration

Job Description: Must have at least 5 years of network engineering skills and network design and management experience. The candidate must have a strong background in computers and server software including but not limited to: Windows NT/2000/XP, Microsoft Server 2000/2003, Exchange,Windows 2003 Group Policy and related servers. Experience with automated patching software. Knowledge of firewalls, network devices, network architectures, network configurations, information security strategy/policy/procedures, secure remote access. Working knowledge of information security practices. Strong client communication skills, capable of developing and presenting client briefings. Must have good, working knowledge of Cisco hardware, Microsoft operating systems and products, and maintenance requirements and have strong hands-on experience with networking devices, servers, desktop computers and laptops. Will be responsible for network designing and developing. This position will be the sole SAIC employee on site and will operate and make decisions independently.

Job Responsibilities:

1. Daily monitoring of server activities and reporting.

2. Desktop computer setup and trouble shooting.

3. Enduser support, either in person or over the phone.

4. Server diagnostic and trouble shooting.

5. May involve server setup and/or reconfiguration.

HelpDesk Functions

· Respond to all incoming Help Desk requests
· Provide support for desktops, notebooks, MS Office products, Windows XP & other applications.

· Configure desktops/notebooks, install software, inventory assets, order parts, perform hardware repairs and install CAT5/CAT6 cabling as needed.
· Set up and install computer hardware, software and peripheral equipment.  
· Perform adds/changes for user accounts in Active Directory

· Setup new email accounts with outsourced host

· Perform adds/changes to Cisco VOIP phone system
· Provides on-call support as required in support of production systems and projects. 
· Communicates with software and hardware vendors to coordinate service regarding defective products.  

· Maintain and contribute to a library of technical documentation and ‘how-tos’ for personnel to access 
· Write software and hardware evaluations and recommendations for management review.  

· And other duties as assigned or needed.***
REQUIRED SKILLS/QUALIFICATIONS
· Excellent troubleshooting skills

· Ability to respond quickly to ever-shifting priorities
· Must be a self-starter, have good follow-through and strong attention to detail
· Desire to learn about new technologies

· Excellent written and verbal communication skills
· Exceptional Customer Service Skills

· Thorough knowledge of hardware and software for personal workstations, 
· Knowledge to include setup and troubleshooting in the following areas: PC hardware, MS Windows OS, desktop networking, TCP/IP, MS Office, LAN and Wan infrastructure, remote access and VPN, Active Directory and Windows domain structure. 
· Experience supporting telecommunications switch's/PBX and VOIP systems; Experience with Cisco IPT is a plus
· Experience with MS Office Suite of applications. 

· Ability to work in a team environment and also work independently
· A+, MCP, or MCSE certifications desired. 
· Bachelor’s degree or equivalent experience
